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1. Introduction 

Key exchange protocols allow two or more parties 

communication over a public network to establish a 

common secret key called a session key. Due to their 

significance in building a secure communication 

channel, a number of key exchange protocols have 

suggested over the years for a variety settings. In order 

to avoid mistakes and impersonations during the 

process we can use various authentication means. The 

most commonly used authentication means is based on 

the following factors: 

1. Something you know (as a secret password). 

2. Something you have (as an unclonable secure device 

with a secret key). 

If a protocol contains only one authentication factor, it 

would be risky because the password can be recovered 

through social engineering (phishing or malwares), and 

the device can be stolen, open or cloned, even when 

some tamper-resistant techniques are used to protect it. 

Obviously, combining the two factors in the same 

authentication protocol could increase the security since 

the adversary would have to break the two protections 

in order to win [16].  

Smart-card-based password authentication is one of 

the most convenient and commonly used two-factor 

authentication mechanisms. This technology has been 

widely deployed in various kinds of authentication 

applications which include remote host login, online 

banking, access control of restricted vaults, activation 

of security devices, and many more. Due to its 

usefulness, there have been many smart-card-based 

password authentication schemes proposed (some 

recent ones are [5, 13, 22, 23]) since Lamport [11] 

introduced a remote user authentication scheme in 

1981. Although the construction and security analysis 

of this type of schemes have a long history, recently 

proposed schemes are still having various security 

weaknesses being overlooked, and we can find many 

of these schemes broken shortly after they were first 

proposed [7, 9, 18, 20, 23]. Furthermore, some of 

these schemes do not provide session key 

establishment and thus can not meet the need in many 

applications. Due to the aforesaid facts, quite recently, 

three smart-card-based password authenticated key 

exchange protocols were suggested in [8, 12, 21] 

respectively.  

However, involving the two factors does not 

necessarily requires the adversary to break all the 

protections in order to break the scheme, if the latter is 

not well designed [16]. In this paper, we shows that it 

is especially true in the cases of all three protocols 

mentioned above. More specifically, if only the smart-

cart (one factor) is compromised, the adversary will be 

able to break these schemes completely. Moreover, the 

adversary can even know session keys established 

before the corruption as well in the two schemes [8, 

12]. All the three schemes assume that the adversary 

could never read secrets from the smart cards when he 

gets the card. In practice, one can possibly break the 

smart cart by executing side channel attacks so as to 

reveal sensitive information in it [17]. Therefore, in 

some sense, this assumption obviates the reason for 

considering two-factor authentication schemes in the 

first place: namely, that the schemes should still 

remain secure despite one authentication factor 

corruption. To overcome these congenital defects, this 

study proposes such a secure authenticated key 

exchange protocol that achieves fully two-factor 

authentication and provides forward security of 

session keys. Even in an extreme case that the 
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adversary has broken the user’s smart cart and revealed 

all the sensitive information stored in it, our scheme is 

still a secure password-based authenticated key 

exchange protocol that can protect the password 

information against dictionary attacks and guarantee the 

secrecy of the session keys. And yet, our scheme is 

simple and reasonably efficient. Furthermore, our 

proposal has several additional advantageous over some 

previous solutions:  

• Firstly, our scheme uses nonces instead of 

timestamps to prevent replay attacks and thus avoids 

the clock synchronization problem. In addition, our 

scheme allows each uses to change their password 

freely without any interaction with the sever. 

Therefore, our scheme is simple to use.  

• Secondly, our scheme simply utilizes each user’s 

unique identity to accomplish authentication. Thus, 

the server does not need to maintain a large users’ 

keys table while the number of users becomes very 

large. Therefore, our scheme provides high 

scalability for the user addition.  

• Thirdly, we can provide the rigorous proof of the 

security for our scheme. Actually, many previous 

cryptographic schemes containing only informal 

arguments for security were subsequently shown to 

be insecure, e.g., [7, 9, 18, 20, 23]. Therefore, the 

importance of formal proofs of security should be 

emphasized to design cryptographic protocols.  
 

Therefore, the end result is more practical and attractive 

for many applications.  The remainder of this paper is 

organized as follows. Section 2 briefly reviews Lee et 

al.s’s two-factor authenticated key exchange protocol 

and then points out its drawbacks. Section 3 briefly 

reviews Huang et al.s’s password and smart card based 

authentication scheme and then points out its defects. 

section 4 presents an enhanced two-factor authenticated 

key exchange protocol along with its security and 

performance analysis. Section 5 provides the rigorous 

proof of the security for our protocol. Finally, 

conclusion is presented in section 6. 

 

2. Review of Lee et al.’s Protocol 

In this section, we briefly review Lee et al’s two-factor 

authenticated key exchange in [12] and then pointed out 

its drawbacks. 

 

2.1. Description 

For simplicity, we only consider the protocol that does 

not provide identity protection and the other protocol is 

referred to [12]. Their scheme provides the mutual 

authentication and a session key agreement between a 

user A  and a remote server B . It is divided into three 

phases: registration phase, precomputation phase and 

key exchange phase. Let p  be a large prime number 

and g  denotes a generator of order q  in pZ
∗ , where q  

is a prime number such that ( 1)q p| − . And a more 

detailed description of Lee et al’s scheme follows. 

Here, we just follow the description in [12]. 

• The registration phase: in this phase, A  and B  

share a password π  and a symmetric key sk  via a 

secure channel. The shared symmetric key sk  is 

stored in a secure token for A  and is also stored in 

the B ’s database along with A , π , and Bx , where 

Bx  is the private key of B .  

• The precomputation phase: in advance to the on-

line key exchange protocol, A  computes 

(mod )Ax

Ay g p=  and (mod )Ax

Bc y p= , where 

A R qx Z ∗∈  and By  is the server’s public key. These 

precomputations can be done off-line before the 

real execution phase to reduce computation 

overhead at the client side. A  can store Ay  and c  

in the token in advance for using in the key 

exchange phase. 

• The key exchange phase: the phase is illustrated in 

Figure 1, where { } { }
*

: 0,1 0,1
l

h →  is a secure hash 

function, ( ) ( )k kE D⋅ / ⋅  is symmetric encryption 

/decryption functions using the symmetric key k  

and ⊕  denotes an exclusive-or operator. 

 

 
 

Figure 1. Lee et al's two-factor authenticated key exchange. 

 

And a more detailed description follows. 

• Step 1: A  picks A R qr Z ∗∈  and computes 

( )s A sf h k r tπ= , , ,  and ( )A Ak h c r A= , , , where st  is 

timestamp. And then, A  encrypts Ay  using f  

yielding ( )f Ae E y=  and sends ( )A A sA r e k t, , , ,  

to B .  

• Step 2: upon receipt of ( )A A sA r e k t, , , , , B  checks if 

c st t δ− ≤ , where ct  is the current time and δ  is 

predefined threshold in order to prevent replay 

attack. If c st t δ− >  then B  rejects the connection 



432                                                         The International Arab Journal of Information Technology, Vol. 8, No. 4, October 2011 

 

request. Otherwise, B  computes ( )s A sf h k r tπ′ = , , ,  

and gets 
Ay′  by decrypting ( )fD e′ . Next, B  

computes ( ) modBx

A
c py′ ′=  and checks whether 

( )A Ak h c r A′= , ,  or not. If it is not true, B  rejects the 

connection and takes appropriate countermeasures.  

• Step 3: B  selects a random number B R qr Z ∗∈  and 

calculates  ( )BAM h sk=  where ( )BA A Bsk h c r r A′= , ⊕ ,  

is the ephemeral session key, and sends Br M,  to A .  

• Step 4: A  computes its own session key 

( )AB A Bsk h c r r A= , ⊕ ,  and checks if ( )ABM h sk= . If 

( )ABM h sk≠  then A  disconnects the connection. 

Otherwise, both A  and B  can use AB BAsk sk=  as 

the common session key to communicate with each 

other securely.   
 

The correctness of the protocol follows from the fact 

that, in an honest execution of the protocol, 

( ) mod ( ) modA Bx x

B A
c y p p cy ′′= = = . 

 

2.2. Drawbacks  

According to Lee et al.’s scheme [12], we find that the 

two-factor authentication scheme has the following 

disadvantages.  

• The scheme fails to provide fully two-factor 

authentication protection. If the smart-cart is 

compromised and the secrets stored in it are 

revealed, the adversary will be able to break the 

scheme completely. Let’s assume the adversary can 

read all the sensitive information from the smart-

card by executing side channel attacks. Then he will 

get ( )s Ak y c, , . In addition, we assume he also 

obtained the message ( )A A sA r e k t, , , ,  generated in 

some previous session by wiretapping. With the 

knowledge of these values, he can recover the 

password π  based on the relation ( )f Ae E y=  by 

executing offline dictionary attacks. When the 

password π  is also revealed, nothing is guaranteed 

for future sessions. Moreover, the adversary can 

know session keys established before the corruption 

as well. 

• The scheme fails to provide forward-secrecy. If the 

long-term keys of both the client and the server, 

i.e. ( )s Bk xπ , , , are corrupted, he can get Ay  by 

decrypting ( )fD e  and then c  by 

computing ( ) modBx

Ay p , where ( )s A sf h k r tπ= , , , . 

As a result, the adversary will know session keys 

established before the corruption as well.  

• The scheme accomplished authentication using pre-

shared secrets and thus the server needs a large 

storage space to store users’ password and secret 

keys. 

• The scheme uses timestamps to avoid replay 

attacks. However, it is difficult to synchronize the 

clock when each entity is located in different time 

zones. Hence additional synchronized time 

mechanisms are needed to adjust the clock between 

the two parties. 

 

3. Review of Lee et al.’s Protocol 

In this section, we briefly review Hwang et al’s smart-

card-based password authentication scheme in [8] and 

then pointed out its drawbacks. 

 

3.1. Description 

For simplicity, we only consider the authentication 

scheme without puzzle protection since the latter is 

just used to reduce the damages of the so-called denial 

of service attack and will never affect the security of 

authentication and the privacy of session keys. More 

information about it is referred to [8]. Hwang et al.’s 

scheme also provides the mutual authentication and a 

session key agreement between a client iU  and a 

remote server Ser . It is divided into three phases: 

registration, login, and verification. Let p  be a large 

prime number and 1g  a generator of pZ
∗ . MK  denotes 

a secret key kept by Ser . And a more detailed 

description of Hwang et al’s scheme follows. Here, we 

just follow the description in [8].  

• The registration phase: in this phase, the main task 

of a server Ser  is to issue a smart card to each 

registered client. A client iU  who wishes to get any 

service must register with Ser  by submitting 

his/her identity iID  and chosen password iPW  to 

Ser  through a secure channel. Ser  then computes 

as follows:   

• Generate smart card’s identifier iCID . 

• Compute modMK

i iS ID p= . 

• Compute 1 modiPW MK

ih g p
⋅

= .   

Then Ser  stores the values of 1 i i ip g ID CID S, , , , , 

and ih  into the smart card of iU . Subsequently, the 

user iU  enrolls his/her fingerprint which is written 

to the smart card as a template by a fingerprint 

input device. 

The key login and verification phases: When iU  

wants to access to Ser , he/she first inserts the smart 

card into the card reader and then enters his/her iID , 

iPW  and fingerprint into the input device. If verified 

successfully, the following tasks will be performed, as 

illustrated in Figure 2, where ( )f ⋅  represents a one-

way function, ( )h ⋅  denotes a one-way hash function 

and ⊕  denotes an exclusive-or operator.  
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• The smart card sends iID  and iCID  to Ser  to 

initiate the login request. After the verification on 

iID  and iCID , Ser  sends ( )i sN f CID r= ,  to the 

smart card, where sr  is a random number generated 

by Ser .  

• The smart card computes 

1 modi ir PW

iX g p
⋅

= , modir N

i i iY S h p
⋅

= ⋅ , i i iZ W sk= ⊕  

and ( )i i i iT h X Y N sk= , , , , where ir  is a random 

number generated by iU ’s smart card using a secure 

random number generator and isk  is chosen and 

stored by the smart card as a session key. The smart 

card sends { }3 i i i i iM ID X Y Z T= , , , ,  to Ser .  

• Upon receiving the message 3M  from iU , Ser  first 

extracts the session key isk ′  from ( )i i sZ h ID k⊕ ,  

and checks the iT  to determine if iX  and iY  are 

coming from the true client. Then Ser  performs 

further verification by checking the password iPW  

of iU  through the equation
1

modMK N

i i iY ID X p
−

= ⋅ . 

If the equation is correct, then Ser  verifies iU  and 

sets isk ′  as a session key for future confidential 

communications. Ser  then sends 4 ( )iM h sk= ′  to 

iU  for the mutual authentication.  

• The smart card verifies 4M  using its pre-stored 

value isk . If the equation 4( )ih sk M
?

=  holds, then iU  

verifies Ser  and sets the session key as isk .  

 

 

Figure 2. Hwang et al's authentication scheme without puzzle 

protection. 

 

3.2. Drawbacks 

According to Hwang et al.’s scheme [8], we find that 

the password and smart card based authentication 

scheme has the following disadvantages.  

• The scheme fails to provide fully two-factor 

authentication protection. If the smart-cart is 

compromised and the secrets stored in it are 

revealed, the adversary will be able to break the 

scheme completely. Let’s assume the adversary can 

read all the sensitive information from the smart-

card by executing side channel attacks. Then he will 

get ( )i i iS h W, , . In addition, we assume he also 

obtained the message ( )i i i i i iID CID X Y Z T N, , , , , ,  

generated in some previous session by wiretapping. 

With the knowledge of these values, he can get the 

pair of 
1

1( ( ) mod )i i ir PW r N

i i i iX g h Y S p
−⋅

= , = /  easily 

and use them to calculate a new pair of 
² ° ± ° °
( ( ) )i i ir r r N

i i i i iX X Y S h
⋅

= , = ⋅  satisfying the 

verification of Ser  when the latter sends back a 

new nonce °N , where 
±

ir  is a random number he 

chooses. In addition, he can also choose another 

session key 
²

isk  and calculate the corresponding 
�

iZ  

and 
±

iT  using iW . Therefore the attacker can 

impersonate iU  to login successfully. Moreover, 

the adversary can know session keys established 

before the corruption as well. Please note the 

adversary does not need to guess the password in 

the foresaid attacks.  

• The scheme transfers session keys improperly. If 

one of the session keys generated in honest 

executions of the protocol is leaked, the attacker 

can reveal iW  by computing i iZ sk⊕  and thus 

know all the sessions, including those established 

and to be established. Many factors may possibly 

lead to leakage of session keys, for example, 

improper erasure of session keys after use, 

compromise of a host computer, or cryptanalysis 

and so on. Therefore, it is often reasonable to 

assume that the adversary will be able to obtain 

session keys from some session. A protocol should 

be secure under this assumption. This is generally 

regarded as a standard requirement for key 

agreement protocols.  

• The scheme generates session keys improperly. It 

violates the basic security requirement called joint 

key control. Joint key control is a well-known 

security property proposed by Mitchell et al. [14], 

i.e., the established session key should not be 

controlled or chosen solely by any single one of the 

two communicating parties. Without this security 

property, it may induce one party can force the use 

of an old key. In Hwang et al. scheme, the session 

key is chosen solely by the client.  

• The scheme lacks formal security proof. Hwang et 

al. only provides heuristic security arguments for 

their scheme. It is not enough.   

 

4. Enhanced Protocol 

In this section, we present an enhanced protocol and 

then make some analysis on its security and 

performance. Our protocol is based on the password-

based authentication protocol proposed in [4]. 
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4.1. Description 

First, we define some notations used in our scheme in 

Table 1. 
 

Table 1. The notations used in our scheme. 

IDC The Identity of the Client C 

E  An elliptic curve defined over a prime finite field 
p
F  with 

large order 

P  A base point in E  with large order q , where q  is a secure 

large prime 

G  A cyclic additive group generated by P  

x P⋅  the point multiplication defined as 
timesx

x P P P P⋅ = + + +1 4 2 4 3  

MK  A secret key kept by the server S  

( )⋅G  A secure one-way hash function: { }0 1
∗

, →G  

( )i ⋅H  A secure one-way hash function( 0 1 2i = , , ): { } { }0 1 0 1
l∗

, → ,  

 

Please note, to be applicable in low resource 

environments, we implement it over Elliptic Curves 

(EC) because of the well-known advantages with 

regard to processing and size constraints [6, 10]. 

However, the efficiency argument made in this paper 

does not stem from the use of elliptic curves because 

the performance is measured in the number of abstract 

group operations.  

Now we come to introduce our scheme indeed. Our 

protocol is divided into two phases: user registration 

phase and login-and-authentication phase. We should 

note that an authenticated and secure environment is 

assumed to present in the registration phase while the 

communication channel is no longer considered to be 

secure in the login-and-authentication phase. And a 

more detailed description follows:  

• Registration phase: server S issues a smart-card to 

client C  as follows:  

• C arbitrarily chooses a unique identity CID  and 

sends it to S.  

• S calculates 0 ( )C Ak MK ID=H P  and then 

1 0( )C CLK k PW= ⊕H , where 0PW  is the initial 

password (e.g., a default password such as a string 

of all “0"). 

• S issues C a smart-card which contains C CID LK,  

and the public parameter. In practice, we can 

“burn” all these parameters except CLK  in the 

read-only memory of the smart-card when the 

smart-card is manufactured.  

• On receiving the smart-card, C  changes the 

password immediately by performing the 

password-changing activity (described below), as 

in [21].   

One can easily remark that our scheme allows each user 

to change his password freely. More specifically, if C  

wants to change the password, C  can selects a new 

password CPW  and initiate a password-changing 

procedure. Then the card will compute 

1 0 1( ) ( )C CTK LK PW PW= ⊕ ⊕H H  and replace CLK  

with TK . Finally, 1( )C C CLK k PW= ⊕H  is stored in 

the card. The whole procedure is performed without 

any interaction with the server.  

• Login-and-authentication phase: C  attaches the 

smart-card to an input device, and then keys CPW . 

C  (actually performed by the client’s smart-card) 

and S  then perform the following protocol, which 

illustrated in Figure 3.  

• C  first retrieves the value 1( )C C Ck LK PW= ⊕H  

and computes ( )C CK k=G . Then he chooses a 

random number qx Z ∗∈  and computes 

CX xP K= −å  and sends ( )CID X, å  to S . 

1. Upon receiving ( )CID X, å , S  first uses his secret 

key MK  to compute 0 ( )C Ck MK ID=H P  and 

( )C CK k=G . Then he chooses a random number 

qy Z ∗∈ , computes Y yP= , ( )CZ y X K= +å  and his 

authenticator 2Auth ( 0S C S`` " ID ID X= åH P P P  

)Y ZP P , and sends ( )Auth SSID Y, ,  to C . 

2. Upon receiving ( )Auth SSID Y, , , C  first checks 

Auth S  is valid or not in a straight way. If it is not 

valid, he will terminate the procedure. Otherwise, 

C  confirms that S  is a legal server. Then he 

computes Z xY=  and his authenticator 

2Auth ( 1 )C C S`` " ID ID X Y Z= åH P P P P P  and 

sends Auth C  to S . Finally, C  sets the session 

key 2 ( 2 )C Ssk `` " ID ID X Y Z= åH P P P P P .  

3. Upon receiving Auth C , S  first checks Auth C  is 

valid or not in a straight way. If it is valid, then S  
confirms that C  is a valid user, and sets the session 

key 2( 2 )C Ssk `` " ID ID X Y Z= åH P P P P P . Otherwise, he 

will terminate the procedure.   

The correctness of our protocol follows from the fact 

that, in an honest execution of the 

protocol, ( )CZ xY y X K xyP= = + =å . And the 

rigorous proof of the security can be found in next 

section. 
 

 
 

Figure 3. Enhanced two-factor authenticated key exchange. 
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Rationale for the scheme. You may wonder why we 

do not take any precomputation to speed the online key 

exchange as in [12]. In that case, as remarked in section 

3.2, the adversary will be able to make use of the 

precomputational results stored in the card to attack the 

scheme once he breaks the card. Then the password-

based authentication mechanism will become risky. 
 

• Practical considerations: in order to provide 

anonymity, we can use a similar technique that was 

used in [12] to protect the client’s identity. That is, 

the client uses a temporary identity to login and 

updates its value after each successful login. 

However, the server has to maintain the mapping 

relation of temporary identity and real one. More 

information about identity protection is referred to 

[12]. Furthermore, we can also use puzzle protection 

that was used in [8] to defeat the so-called denial of 

service attacks. More specifically, the server can 

send some puzzles to a client whenever he receives a 

login request. And intensive cryptographic 

computations (i.e., exponentiation) are only 

performed after a client proves to the server that it 

was able to solve a given “puzzle”. More 

information about puzzle protection is referred to [8]. 

Finally, the client’s sensitive information should also 

be stored in the secure area of the smart card, where 

some tamper-resistant techniques are used. Although 

it can not prevent all possible attacks, it will increase 

difficulty and cost to break.  

 

4.2. Performance 

In addition to the abilities to provide fully two-factor 

authentication and guarantee forward security of 

session keys, our scheme has the following advantages 

over some previous schemes [8, 12, 21]:  

1. Our scheme scheme utilizes each user’s unique 

identity to accomplish authentication, instead of 

using public keys. The server S  uses its private key 

MK  and the user’s unique identity CID  to derive 

Ck  for authentication. Thus, the server does not need 

to maintain a large clients’ keys table while the 

number of users becomes very large. Therefore, our 

scheme provides high scalability for the user 

addition. However, the schemes in [12, 21] do note 

have the attractive feature.  

2. We use nonces instead of timestamps to avoid the 

clock synchronization problem. Although one more 

round of communication is needed, an additional 

clock synchronization mechanism is not needed. 

Note X å  and Y could be seen as the nonce of the 

user and the server respectively in our scheme. 

However, the scheme in [12] needs an additional 

clock synchronization mechanism.  

3. Our scheme allows users to change their password   

freely without any interaction with the sever. 

However, the schemes in [8, 12] do not have the 

attractive feature. Furthermore, our protocol is 

reasonably efficient. The efficiency is measured by 

the following two aspects:   

• Communication cost: the number of steps during 

the execution of protocol. 

• Computation cost: the computation complexity of a 

participant.  
 

In what concerns computation cost, we only count the 

number of exponentiation and public key operations, 

which entail the highest computational complexity, 

and neglect the computational complexity of all other 

operations such as hash computation and symmetric 

key operation, which can be done efficiently [19]. The 

details of comparisons in the number of 

exponentiation and communication round between our 

protocol and the two-factor authentication schemes 

proposed recently are shown in Table 2.  

Table 2. Efficiency comparisons. 
 

Computation Cost*  

Schemes User Server 

Communication 

Step 

[12] 2 EXP 1 EXP 2 

 [7] 2 EX P 2 EXP 4 

 [22] ** 2 EXP + 1 PKE 
+1 PKV 

2 EXP + 1 PKD 
+1 PKS 

3 

Ours 2 EXP 2 EXP 3 
 

*EXP: exponentiation/ Elliptic curve point multiplication; 

KE/PKD:  public key encryption/ decryption; PKS/PKV: public 

key ignature/ verification; **its computation cost includes that of 

precomputation. 

 

As shown in Table 2, in one run of the enhanced 

protocol, each party performs two exponentiations (or. 

two Elliptic curve point multiplications). As for 

communication cost, our scheme just requires three 

communication steps. Although our protocol is a little 

less efficient than Lee et al.’s protocol [12], it is still 

more efficient than or at least as efficient as Huang et 

al.’s scheme [8] and Yang et al.’s scheme [21] either 

in computation cost or communication cost. On the 

other hand, none of the previous schemes achieved 

fully two-factor authentication. And Moreover, Lee’s 

scheme [12] and Huang’s scheme [8] have some 

potential security issues pointed out before, including 

failure to guarantee forward security. In contrast with 

all these previous solutions, our scheme can achieve 

provable forward security and offer fully two-factor 

authentication. Given the better security guarantees, 

the performance of our scheme may be considered 

quite reasonable. 

 

5. Security Proof for our Protocol 

In this section, we show that our protocol is secure in 

the random-oracle model (ideal hash function), 

starting with the formal security models and some 

algorithm assumption that will be used in our proof.  
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5.1. Security Model for Authenticated Key 

Exchange 

In this section, we recall the security model for 

authenticated key exchange of Bellare et al. [3]. In this 

paper, we prove our protocol is secure in this model. 

Here we follow the description in [1, 2, and 4]. We first 

introduce some definitions as follows:  
  
• Protocol participants: each participant in key 

exchange is either a client (User) C∈C  or a trusted 

server S∈S . Each of participants may have several 

instances called oracles involved in distinct, possibly 

concurrent, executions of the protocol. We denote 

C  (resp. S ) instances by iC  (resp. jS ), or by U  

when we consider any user instance. LONG-LIVED 

KEYS. Each client C∈C  shares a secret key (can be 

a password) Ck  with the server S∈S .  

• Partner: an instances is said to be partner of another 

instance if it has accepted with the same session 

identifier SID as the latter’s, where SID is defined as 

the concatenation of all messages an instance has 

sent and received.  
 

The interaction between an adversary A and the 

protocol participants occurs only via oracle queries, 

which model the adversary capabilities in a real attack 

(see literature for more details [3, 4].) The types of 

oracles available to the adversary are as follows:  

• ( )i jExecute C S, :  this query models passive attacks 

in which the attacker eavesdrops on honest 

executions between a client instance iC  and a server 

instance jS . The output of this query consists of the 

messages that were exchanged during the honest 

execution of the protocol.  

• ( )iSend U m, :  this query models an active attack, in 

which the adversary may intercept a message and 

then either modify it, create a new one, or simply 

forward it to the intended participant. The output of 

this query is the message that the participant instance 
iU  would generate upon receipt of messagem . 

• ( )iReveal U :  this query models the misuse of the 

session key by instance iU  (known-key attacks). If a 

session key is not defined for instance iU  then 

return ⊥ . Otherwise, return the session key held by 

the instance iU .  

• ( )Corrupt C : this query returns to the adversary the 

long-lived key Ck  for client C . As in [3], we 

assume the weak corruption model in which the 

internal states of all instances of that user are not 

returned to the adversary. Please note, for simplicity, 

this query is just allowed to be asked on the server 

but it will not affect the security definition since the 

server and the client share a common symmetric 

secret key in our model.  In order to define a notion 

of security for the key exchange protocol, we 

consider a game in which the protocol P is executed 

in the presence of the adversary. In this game, we 

first draw a secret key K from its space K, provide 

coin tosses and oracles to A, and then run the 

adversary, letting it ask any number of queries as 

described above, in any order.  

• Forward security: in order to model the Forward 

Secrecy (FS) of the session key, we consider a 

game
ake fsGame −

,P K (A), in which one additional oracle 

is available to the adversary: the ( )iTest U ): oracle.   

• ( )iTest U ): this query tries to capture the adversary’s 

ability to tell apart a real session key from a random 

one. In order to answer it, we first flip a (private) 

coin b  and then forward to the adversary either the 

session key sk  held by iU  (i.e., the value that a 

query ( )iReveal U  would output) if 1b =  or a 

random key of the same size if 0b = . 
 

The Test -oracle can be queried at most once by the 

adversary A and is only available to A  if the attacked 

instance iU  is FS-Fresh, which is defined to avoid 

cases in which adversary can trivially break the 

security of the scheme. In this setting, we say that a 

session key sk  is FS-Fresh if all of the following 

hold: 

1. The instance holding sk  has accepted. 

2. No Corrupt -query on the related clients has been 

asked since the beginning of the game. 

3. No Reveal -query has been asked to the instance 

holding sk  or to its partner. 

 In other words, the adversary can only ask Test -

queries to instances which had accepted before the 

Corrupt  query on the related clients is asked. Let 

Succ denote the event in which the adversary 

successfully guesses the hidden bit b  used by Test  

oracle. The FS-advantage of an adversary A  is then 

defined as ( ) 2 [ ] 1
a k e f s

A d v A P r
−

, = −P K  

[Succ]-1, when secret keys K are drawn from the 

space K. The protocol P is said to be ( )t ε, -FS-secure 

if A’s advantage is smaller than ε  for any adversary A 

running with time t. The definition of time-complexity 

that we use henceforth is the usual one, which 

includes the maximum of all execution times in the 

games defining the security plus the code size [1].  

In the password-based scenarios, K is a password 

chosen from the dictionary D. To prevent dictionary 

attack, ε  is usually required to be ( ) ( )activeO n lε/ +D  

for password-based protocols, where D  is the size of 

the dictionary D, activen  is the number of active 

attempts and ( )lε  is a negligible function depending 

on the security parameter l . 
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5.2. Diffie-Hellman Assumptions 

In this subsection, we recall the computational 

assumptions upon which the security of our protocol is 

based upon. Here we follow the description in [2]. The 

arithmetic is in a finite cyclic group Ρ G =  of order a 

prime number ,q where the operation is denoted 

additively.  

A ( ) Pt CDHε ,, −
G
 attacker is a probabilistic machine 

∆  running in time t  such that its success probability 

Succ c d h
P ,S u c c G (A), given random elements xP  and yP  to 

output xyP (denoted by ( )PCDH xP yP, ,
G

), is greater 

than ε :  Succ ( ) [ ( ) ]cdh
P Pr xP yP xyP ε, = ∆ , = ≥ .Succ AG We 

denote by Succ c d h
P , G (t) the maximal success 

probability over every adversaries running within time 

t. The CDH-Assumption states that Succ ( )c d h
P t ε, ≤S u c c G  

for any t ε/  not too large. Please note computational 

square Diffie-Hellman assumption is the particular case 

where x y=  and it is equivalent to the classical 

computational Diffie-Hellman Assumption [4]. In this 

paper, we do not distinguish them.  

A ( ) Pt n GDHε ,, , −
G
 attacker is a ( ) Pt CDHε ,, −

G
 

attacker, with access to an additional oracle: a DDH-

oracle, which on any input ( )xP yP zP, ,  answers 

whether modz xy q=   . Its number of queries is limited 

to n . As usual, we denote by Succ ( )g d h
P n t, ,S u c c G  the 

maximal success probability over every such 

adversaries running within time t . The GDH-

Assumption states that Succ ( )gdh
P n t ε, , ≤Succ G  for any t ε/  

not too large [15].  

 

5.3. Security Proof 

At the protocol level, Ck  is indeed the authentication 

data used in the login-and-authentication phrase. Since 

it is the output of the hash function 0H  using as input 

the server’s secret key MK  andC ’s identity CID , the 

value Ck  will be totally random and independent from 

each other if 0H  behaves like a random oracle. 

Therefore, if the server’s key MK  is kept secret, each 

client’s key will be unknown to the adversary even 

when the latter has obtained many other clients’ keys. 

Due to it, we can safely assume that each client share a 

secret key with the server in our security model. In this 

section, we will prove our scheme is secure in this 

mode.  

As the following theorem states, our scheme 

achieves fully two-factor authentication and provides 

forward security as long as the hash function closely 

behaves like a random oracle and the GDH problem is 

hard in G. The specification of this protocol is found on 

Figure 3. To see how, let us consider the three 

following cases: 

1. We assume the smart card is compromised 

completely but the password CPW  is still unknown 

to the adversary. In this case, the adversary will 

know CLK  and 1( )C C Ck LK PW= ⊕H  will become 

the “effective password” needed for authentication 

( CPW  is just a way to remember it). Therefore, we 

have .DK = Based on the definition given in 

previous section, our scheme is a secure password-

based protocol. 

2. We assume the adversary has obtained the 

password CPW  but he do not have the smart card. 

In this case, 1( )C C Ck LK PW= ⊕H  is still a high-

entropy secret key. Therefore, we have 1 2l| |= /K . 

Based on the following theorem, the adversary’s 

advantage is negligible in l . In other words, our 

scheme is a secure authenticated key exchange 

protocol. 

3. We assume both authentication factors are 

compromised. In this case, the adversary will know 

Ck  but he still knows nothing about session keys 

established before the corruption based on the 

following theorem, i.e. our scheme can provide 

forward security.  

Theorem 1: let K  be a uniformly distributed key 

space of size .Κ  Let P  describe the augmented 

password-based authenticated key exchange protocol 

associated with these primitives as defined in Figure 3. 

Then, for any adversary A  within a time bound t , 

with less than sq  active interactions with the parties 

(Send- queries) and pq  passive eavesdroppings 

(Execute- queries), and asking hq  hash queries to any 

iH  respectively, ( )ake fsAdv −

, ≤P K A  

2 2( ) 6 4
4 ( 2 )

2 2

p s g d hh s s
Pl l

q q q q q
t

q
τ,

+
+ + + + + ,

| |
S u c c

K
G

 

where τ  represents the computational time for a point 

multiplication in G. The complete proof is omitted 

here.  

 

6. Conclusions  

In this paper, we have pointed out the previous smart-

card-based password authenticated key exchange 

protocols have many drawbacks, especially fail to 

provide fully two-factor authentication protection. 

And we have proposed such a secure authenticated 

key protocol that achieves fully two-factor 

authentication and provides forward security of 

session keys. And yet, our scheme is simple and 

reasonably efficient. Furthermore, our proposal has 
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many attractive features and enjoys provable security. 
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