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Abstract: DNA, cryptography and chaos, can be combined as a whole aggregated DNA, chaos-based and cryptography 

Discrete Chaotic Cryptography (DCC) to encrypt and decrypt data simultaneously. A new image encryption scheme based on 

chaotic system and DNA encoding has been proposed in this paper. Firstly the image is permuted by mixing the horizontally 

and vertically adjoint pixels with the help of Cross Chaotic Map (CCM). Afterwards, the permuted image is divided into Least 

Significant Bits (LSB) and Most Significant Bits (MSB).  Each LSB and MSB is further divided into two blocks and encoded by 

DNA sequence. The encoded blocks are combined and XOR operation is performed to get a diffused image. Finally the 

diffused image is permuted by a cubic chaotic map to accomplish the confusion phase and cypher image is obtained. 

Simulation results show that the proposed scheme can achieve good encryption and also provide resistance against different 

kind of attacks. 
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1. Introduction 

Chaos, cryptography and DNA, are three different 

kinds of disciplines, but they are closely related with 

different aspects. The research framework generated by 

the combination of these three disciplines is called 

Discrete Chaotic Cryptography (DCC). Cryptography 

or cryptology is taken from three Greek words, kryptos 

which means “hidden, secret”, graphein means 

“writing” and logia means “study”. Normally 

Cryptography studies the mathematical techniques of 

secrecy or information security such as confidentiality, 

data integrity, entity authentication and data origin 

authentication [10]. Consequently researchers pay more 

attention to confidentiality and security of the 

multimedia information [13]. Traditional encryption 

methods are not suitable for image encryption so a new 

method of image encryption obligatory. The chaos-

based encryption [8] was first proposed in 1989. Since 

then, a lot of chaos-based encryption algorithms had 

been proposed by the researchers. It has been long 

debated in the literature whether Chaos theory play a 

significant role in image encryption. Unique 

characteristics of chaotic map attract prevalent attention 

from the cryptographers all over the world to develop 

new algorithms. The algorithm based on the chaos are 

easier to realized as compared to the traditional 

cryptosystems [15], which make it more suitable for 

large scale data analysis, images, audio and video data. 

The above described intrinsic features are directly 

related to confusion and diffusion which are the basic 

properties of an ideal cypher. 

One-dimension discrete chaotic map was first 

introduced by Mathews to generate a sequence of 

pseudo-random numbers in cryptography [17].The 

confusion and diffusion based architecture was firstly 

proposed by Fridrish [3]. He used one dimensional 

and two dimensional logistic chaotic maps for image 

encryption. In traditional chaotic symmetric image 

encryption, confusion and diffusion normally use the 

one dimensional Piecewise Linear Chaotic Map 

(PWLCM)  and logistic map described by Equation 1 

and 2 [3]. 
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In this paper, we have proposed a new methodology to 

scramble an image using Cross and cubic chaotic 

maps. Chaotic map is utilized to generate the more 

complicated pseudo random sequence with the help of 

binary key to generate the initial values and 

parameters. The key is modified after every step of 

encryption. We map the image pixels with the cross 

chaotic sequence and after scrambling, divide the 

permuted image into Least Significant Bits (LSB) and 

Most Significant Bits (MSB). Furthermore, the LSB 

and MSB are divided into two blocks each, which are 

(1) 

 (2) 

http://en.wikipedia.org/wiki/Ancient_Greek
http://en.wikipedia.org/wiki/-logy
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L1, L2 and M1, M2. These blocks are then encoded by 

the DNA addition. Simulations results show the validity 

and superiority of the proposed methodology.  

2. Related Work 

Unlike the chaotic cryptography which achieve the 

current research hotspot, the relationship between the 

DNA data hiding techniques and cryptography are 

seldom studied [19]. In 1994 Adleman [1] perform first 

time experiment on DNA computing, DNA coding has 

some intrinsic qualities like huge storage and massive 

parallelism which make difficult to distinguish the real 

DNA sequence and the fake one [6]. Over 163 million 

sequences are publically available for cryptography [5]. 

A novel confusion and diffusion method for image 

encryption was proposed in [7].The arrays generated by 

Piecewise PWLCM permute the rows and columns of 

original grayscale image. Each pixel of the original 

image was encoded by using four nucleotides of DNA 

sequence. Empirical analysis shows that the scheme did 

not achieve good encryption result, except the large key 

space. [11, 20] proposed two Image encryption 

algorithms by using the XOR operation, bit shift, DNA 

addition and subtraction operation, based on the 1-D or 

2-D Logistic map to generate the chaotic sequence. 

Gehani et al. [4] presented an algorithm based on one 

time pad cryptography with DNA strands. In his 

algorithm, he pointed out that DNA has extra ordinary 

information density and suitable for huge data storage. 

In the current digital era the need for multimedia 

security is becoming the hot issue. Clelland and Risca 

[2] proposed a novel encoding method where 

nucleotide are used as a quaternary code and each latter 

is denoted by three nucleotides. Different categories of 

data need different kind of security requirements 

.Among all types of data, digital data has great 

importance. Our security solution depends on digital 

image captured by the digital camera. Distribution of 

the image data from different organization such as 

military, medical, using different communication 

channels require strong security mechanism with 

certain facts like huge volume of data, high redundancy 

and real time processing. To make practical the secure 

transmission of multimedia data, many proposed 

approaches require extraordinary resources because of 

complex computation [18]. A great deal of exertion on 

encryption has been thru but numerous anticipated 

scheme flop to deliver a reasonable security. Our 

dissertation emphasis on image encryption based on 

image encryption based on DNA and chaos that is a 

blustering issue to prompt the firm development of 

image encryption. It is apparent from the above 

discussion that the combination of DNA with the 

encryption is an ongoing trend for researchers which 

will be helpful to open the new dimension for 

implementation in real-world applications. 

 

3. Cross Chaotic Map 

The DNA and chaos based encryption oriented 

approach [7] did not get the desired results. To 

enhance the encryption security and increase the 

calculation efficiency we use cross chaotic map. 

Among the chaotic maps Cross Chaotic Map (CCM) 

has invariant natural density and discussed in [14]. 

CCM exhibits a great diversity of dynamics behaviour 

[12]. Figure 1 shows the permuted image by cross 

chaotic map. 
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To reduce the computational complexity we change 

the Equation 5 to one dimensional.    

1 21 ( ( )i i ix cos k cos x 

               

Where µ and k are the control parameters of the 

systems, µ=2 and k=6. The system show great 

diversity of dynamic behaviour. 
 

 

 
 

Figure 1. Permuted image by cross chaotic map 

4. Characteristics of Cross-Chaos 

CMM is chosen because of its higher degree of chaos-

complexity [16]. Lyapunove exponent of the cross 

chaotic map is greater as compare the other maps. The 

Lyapunove Comparison (LC) value of cross map is 

1.503 while that of logistic map is 0.6826. The group 

of time series changes in the pattern direction is 

quantitatively determined by the approximate entropy 

[14]. The approximate entropy is smaller if it is close 

to the time series model and size of similar probability 

and if the pattern of time sequence is not similar then 

the approximate entropy is bigger. The approximate 

entropy of the Cross map is 1.653140 and that of 

Logistic map is 0.718837. The bigger approximate 

entropy of cross-chaos shows high chaos-complexity. 

 

4.1. Cubic Map 

In our image encryption approach we use cubic map 

because of special cases, complicated dynamics and 

complex expression the cubic map have the unique 

 (3) 

 (4) 
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characteristics for implementation [11]. Cubic map is 

one of the simplest polynomial maps of the desired type 

when a is restricted to the range 0 ≤ a ≤ 4 then f maps 

the interval Z = [1, -l].the equation of the cubic chaos 

map has high invariant density. Figure 2 describe the 

bifurcation diagram of the cubic map. 

3( ) (1 )f x = ax + - a x            

 
 

Figure 2. Bifurcation diagram of cubic map 

 

4.2. Cross Cascade Permutation 

Two-dimension Circulation Encryption Algorithm 

(TECEA) [21] implement group encryption method and 

define two kinds of rotations to rotate the column or 

rows in cyclic manner. The main deficiency of this 

scheme is that there is no full confusion mechanism to 

spread the whole image. 

We use the cross chaotic map to define the mapping 

rule from original position to pseudorandom position 

(in plain to cipher image). Confusion and diffusion 

converts the plain image into the cipher image. The 

traditional confusion process relocates the pixel in a 

pseudorandom manner to decrease the correlation of 

neighbouring pixel and with the help of diffusion we 

spread small modification in the plain image to almost 

all the pixels in the cipher image. In only permutation 

process the cipher cannot provide the sufficient security 

and cryptanalyzed by the known plaintext attacks. 

In our proposed Cross Code Permutation (CCP), 

different steps are carried out in the permutation phase 

to prepare the information utilize diffusion from the 

different directions:  

 Step 1. Set the initial value of the X0, µ and k which 

we get from the generated secret key, to iterate the 

Equation 6. 

 Step 2. Sort and index the pseudorandom numbers 

sequence in 1D array and transformed the 2D image   

in to 1D array. The size of both arrays should be 

same.  

 Step 3. Map the values of Image array with the index 

of the sorted array of CCM.  

In the second diffusion round of CCP, we involve 

MSB and LSB DNA encoding by using different rules. 

After combining the image we apply XOR algebraic 

operation and permute the image again by cubic map to 

obtain the random positions of the already scrambled 

pixels in previous process.  

5. DNA Addition and Subtraction Rule 

Cryptography attracts extensive concerns from both 

public and government sides in recent years. Among 

various technologies we can use Biotechnological 

methods for cryptography. Unlike cryptography which 

received much attention, the relationship between 

DNA and Cryptography is seldom studied [9]. The 

leading approach shows how DNA binary strands can 

be used for steganography, useful technique of 

encryption and decryption. It is observed that DNA 

steganography based on DNA binary strands is safe 

under the hypothesis that an interceptor has the same 

technological capabilities as sender and receiver of 

encrypted messages. 

The transformation of data from digital to DNA 

bases is called encoding and the reverse process is 

called decoding. In cryptography of digital images, 

different cryptographic methods based on DNA binary 

strands exist. There are three kinds of data hiding 

methods based upon the DNA sequence properties 

which are insertion method, complementary pair 

method and substitution method [12]. Researchers 

used DNA complementary rules for encoding and 

decoding to incorporate the simple diffusion at early 

stage of algorithm. The most common techniques to 

select one of the 8 rules for encoding and another rule 

from remaining 7 rules for decoding of all pixels of an 

image which reduces the capabilities of DNA 

transformation for early diffusion process [21]. 

In confusion phase we convert the permutated 

image into binary image and divide the pixels into 

LSB and MSB blocks. Each block of the permutated 

image is encoded by the DNA encoding rule from 

Table 1. L1 is encoded by rule 2 and L2 is encoded by 

rule 3. M1 is encoded by the rule 6 and M2 is encoded 

by the rule 7. 

Next step is the DNA encoding phase. We add the 

L1 and L2 by using Table 2 and obtain a DNA 

sequence L-DNA and M-DNA next to combine them 

we apply the XOR algebraic operation with the help of 

key k2. Finally cipher image is obtained. Finally 

cipher image is obtained. Similarly, subtraction rules 

are given in Table 3. 

Table 1. DNA encoding rules. 

1 00-A 01-C 10-G 11-T 

2 00-A 01-G 10-C 11-T 

3 00-C 01-A 10-T 11-G 

4 00-C 01-T 10-A 11-G 

5 00-G 01-A 10-T 11-C 

6 00-G 01-T 10-A 11-C 

7 00-T 01-C 10-G 11-A 

8 00-T 01-G 10-C 11-A 
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Table 2. Addition for DNA sequence. 

+ T A C G 

T C G T A 

A G C A T 

C T A C G 

G A T G C 
 

 
Table 3. Subtraction for DNA sequence 

- T A C G 

T C G T A 

A A C G T 

C T A C G 

G G T A C 

6. Propose Image Encryption 

According to the Figure 3, the proposed encryption 

scheme is summarized as below: 

 
 

Figure 3. Graphical description of the image encryption algorithm. 

 Step 1. Initial conditions are calculated using 96 bit 

long external key. The key is divided into twelve 

blocks of 8 bits. 

                       K=K1, K2, K3, K4… K12                   (6) 

Here, each K represents the 8 bit of the secret key. 

 Step 2. To calculate X0, we choose the three blocks 

of the key. 

B=K7, K8, K9 

 

 Here Kij is the binary representation of the i
th 

block; 

we compute the real number X01 using the following 

formula. 

X1 = (K71 × 20 +K72 × 21 +……..K78 × 27 + 

K81 × 28 +K82 × 29 +……K88 × 215 + 

K91 × 216 +K92 × 217 +…..K98 × 223)/224 
 

 Step 3. Another real number Y is calculated using the 

blocks K4, K5 and K6 as below: 
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   0 ( 1 2) 1X X X mod                         (9) 
 

 Step 4. Permute the image ‘I’ by using cross chaotic 

map Equation 5 and  initial condition X0 and control  

parameters µ=2 and K=6 obtained from   Equation 6. 

 Step 5. The permuted image I is converted into 

binary image ‘B’. Divide each pixel of the 

permutated image ‘B’ into LSB and MSB. 

 Step 6. LSB and MSB are further divided into L1, 

L2 and M1, M2 respectively. 

 Step 7. Encode each bit of L1 to obtain a sequence 

LYʹ1 by selecting DNA rules from encoding group 

of Table 1 and repeat the process for L2, M1 and 

M3. 

 Step 8. Combine all LSB and MSB to get a new 

sequence C. 

 Step 9. Chaotic sequence is generated by CMM to 

permute the key. 

 Step 10. XOR operation is applied on the combined 

image using the permuted key. 

The key K1 is modified to K12 for the XOR operation. 

(Ki)10= ((Ki)10+(K12)10)mod 256 

7. Result and Analysis 

For any good encryption scheme it is necessary that it 

should be robust against all kind of well-known 

attacks. This section presents the simulation analysis 

of the proposed image encryption method. Parameters 

such as Statistical attack and sensitivity analysis is 

carried out to prove that the proposed system is 

efficient and secure.  

7.1. Resistance to Exhaustive Attacks 

7.1.1. Key Space 

In our proposed encryption scheme, cross and CCM 

are used to encrypt the image. The key space should 

be enough large to make any attack infeasible. The 

proposed architecture has 2128 different combinations 

of the key. We can increase the key size but longer 

key increase the computational time for encryption 

and decryption that will not be suitable. Here, we use 

the CCM that is highly sensitive to initial condition, so 

we calculate the initial condition by using the secret 

key. The secret key is modified after encryption of the 

each block of the image. 

7.1.2. Key sensitivity analysis 

The initial conditions of chaotic map are generated by 

a secret key. Chaotic map is highly sensitive to initial 

conditions. So, minor change in key will generate a 

completely changed sequence yielding a totally 

different result. 

Plain text =P 

Cipher text image C1=Enc (P, K1) 

Cipher text image C2=Enc (P, K2) 

Decipher text image D1=Dec (C1, K1) 

Decipher text image D2=Dec (C1, K2) 

Decipher text image D3=Dec (C1, K3) 

Difference only for one bit K1 ≠ K2 ≠ K3  

K71 K72 K73 
. 

. . 
K78 K81 K82 

.

 . . 
K88 K91 K92 K93 

.

 . . 
K98 

(10) 

(7) 
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Results in Figures 4 and 5 shows that the proposed 

DNA insertion rule based security solution is sensitive 

to the encryption key for both processes encryption and 

decryption with good confusion properties. 

 

 

 
 

 

 
a) Original   

image. 

b) Encrypted 

image. 

c) Decrypted 

Image with 

different initial 

value. 

d) Decrypted 

image with 

correct initial 

value. 

Figure 4. Impact of initial value on decryption 

 

 

 

 

 

7.2. Histogram Analysis 

Histogram analysis is the most important parameter to 

illustrate the encryption quality of the image. For a 

good encryption method it is necessary that Pixels of 

the image should be uniformly distributed to resist 

against any statistical attack. Applying our proposed 

encryption scheme, frequencies of gray levels in the 

encrypted image are fairly flat as compared the original 

histogram. This effect is illustrated in Figure 6 given 

below. 

 

 
 

a) Grey histogram of original Image. 

 

 

 

 

 

 

 
b) Grey histogram of encrypted image. 

Figure 6. Histogram analysis of image. 
 

7.3. Pixel correlation coefficient 

The connection between two adjacent pixels in three 

different dimensions is studied in this segment. One 

property of the digital image data is high information 

redundancy so we need to break the high correlation 

between neighbouring pixels. According to the special 

relation of a pixel and adjacent pixel where x-axis 

denotes the intensity of one randomly selected pixel 

and y axis denotes the corresponding adjacent pixel. It 

is clear that by encryption process high correlation 

between the adjacent pixels are completely broken in 

all directions [21]. Where x and y are the gray scale 

values of two adjacent pixels in the image. By using 

the Equation 11, 12, 13 and Equation 14 we calculate 

the correction coefficient of each pair [21]. 

1
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E(x) is estimation of mathematical expectation of x. 
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D(x) is the estimation of the variance of x [22]. 
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COV(x, y) is the estimation of covariance of two 

adjacent pixels in vertical, horizontal and diagonal 

directions [23]. 
( , )

( , )
( ) ( )

COV x y
x y

D x g D y
   

We select randomly 1024 pairs of neighbour pixels for 

both cipher text and plain text of image. The x-axis 

denotes the intensity of randomly selected pixels and 

y-axis denotes the intensity of its corresponding 

adjacent pixels. Correlation visualization for 1024 

randomly selected pixels in both plain and cipher 

image are shown below in Figure 7. 

 

 
 

a) Original image. 

       
b) Encrypted Image.  

Figure 7. Correlation of two horizontally adjacent pixels. 

Table 4 list the correlation coefficients of two adjacent 

pixels. 
 

Table 4. Correlation coefficient of two adjacent pixels. 

Position Plain Image Encrypted Image 

H 0.9368 0.0051 

V 0.69659 0.0057 

D 0.8791 0.0018 

 

a) Decrypted Image with  different 

key space       

b) Corresponding Histogram 

Figure 5. Impact of key space on decryption. 

(11) 

(12) 

(13) 

(14) 
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7.4. NPCR and UACI Test 

Generally to evaluate the difference between two cipher 

texts and to measure the resistance against the 

differential attacks, NPCR and UACI are commonly 

used quantities. NPCR stands for number of changing 

pixel rate and UACI for unified average change 

intensity. NPCR measure the percentage of different 

pixel number between the two images. NPCR [21] is 

calculated by Equations 15 and 16:  

( )
100

ij
D i, j

NPCR %
M N

 



      

 

Where D (i, j) is the difference function can be defined 

as [21]:  

                                                                                                   

                      

 

C1 and C2 are the two cipher image UACI [21] is 

defined by Equation 17: 

1( ) ( )1
100

255i , j

C i, j C i, j
UACI %

M N

 
  

  
  

In our proposed image scheme, we use two plain 

images. One is original C1 and the other is C2 which is 

obtained by changing the bit position. The two plain 

images are encrypted several times by the proposed 

scheme. NPCR is 99.52 % and UACI is 32.60% for the 

corresponding cipher image obtained by using the 

proposed methodology. 

8. Conclusions 

DNA cryptography might become a practical 

application in the context of classification organic and 

inorganic materials with DNA ‘barcodes’. In this paper 

we propose an image encryption algorithm. We use 

different kind of DNA rule for the LSB and MSB 

encoding and decoding and plain image is permuted by 

the cross chaotic map. Then, apply XOR operation with 

the key permuted by cubic map. The experimental 

results and security analysis describe that our algorithm 

has improved encryption quality and highly sensitive 

for secret key. Moreover proposed scheme can also 

repel the exhaustive attack, statistical attack, and 

differential attack. All above discussed features shows 

that our image encryption scheme is suitable for 

encryption. 
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