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Abstract: Many effective watermarking algorithms have been proposed and implemented for digital images and digital video,
however, few algorithms have been proposed for audio watermarking. This is due to the fact that, the human audio system is
far more complex and sensitive than the human visual system. In this paper, we describe an imperceptible and robust audio
watermarking algorithm based on the discrete wavelet transform. Performance of the algorithm has been evaluated
extensively, and simulation results are presented to demonstrate the imperceptibility and robustness of the proposed

algorithm.
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1. Introduction

By virtue of the new advancements in computer and
telecommunication networks, multimedia files are
produced, stored and distributed easily across the
globe. However, the ownership and copyright of
multimedia files are not usually protected. Digital
watermarking has been proposed in recent years as a
means of protecting multimedia contents from
intellectual piracy. This is achieved by modifying the
original content, by inserting a signature which can be
extracted, when necessary, as a proof of ownership.
Indeed, many effective digital image and video
watermarking algorithms have been proposed and
implemented at a commercial scale [9]. However, and
due to the fact that the human audio system is far more
complex and sensitive than the human visual system,
few algorithms have been proposed for audio
watermarking [4].

Audio watermarking techniques reported in
literature can be grouped into two types; time-domain
techniques  and  frequency-transform  domain
techniques [1, 3]. The two domains have different
characteristics, and thus performances of their
techniques may vary with respect to the robustness and
imperceptibility (inaudibility) requirements of audio
watermarking. Inaudibility refers to the condition that
the embedded watermark should not produce audible
distortion to the sound quality of the original audio, in
such a way that the watermarked marked version of the
file is indistinguishable from the original one.
Robustness determines the resistance of the watermark
against removal or degradation. The watermark should
survive malicious attacks such as random cropping and
noise adding, and its removal should be impossible
without perceptible signal alterations.

Time-domain techniques include the Least
Significant Bit substitution (LSB) and echo hiding
techniques, among many others [5, 7]. LSB embeds
the watermark information in the least significant bits
of the audio sample values by overwriting the original
bits [7, 10]. It takes advantage of the quantization error
that usually derives from the task of digitizing the
audio signal. On the other hand, echo watermarking
attempts to embed information into the original
discrete audio signal by introducing a repeated version
of a component of the audio signal with small offset,
initial amplitude and decay rate to make it
imperceptible [12, 15]. In general, time-domain audio
watermarking is relatively easy to implement, and
requires few computing resources, however, it is weak
against signal processing attacks such as compression
and filtering.

Frequency domain audio watermarking techniques
employ human perceptual properties and frequency
masking characteristics of the human auditory system
for effective watermarking [14]. In these techniques,
the phase and amplitude of the transform domain
coefficients are modified in a certain way to carry the
desired watermark information. Popular transforms
include the Discrete Fourier Transform (DFT), the
Discrete Cosine Transform (DCT), and the Discrete
Wavelets Transform (DWT). In [22], the Fourier
transform magnitude coefficients over the frequency
range from 2.4 KHz to 6.4 KHz are replaced with the
watermark sequence since human sensitivity declines
compared to its peak around 1 KHz . Moreover, human
ears are relatively insensitive to phase distortion, and
especially lack the ability to perceive the absolute
phase value, therefore in [23], the watermark is
represented by the relative phase between selected
coefficients and their neighbors. The problem
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withthese watermarking schemes that they are less
robust to signal processing and malicious attacks, such
as audio compression.

Other than time-domain and frequency domain
techniques, spread-spectrum watermarking methods
are becoming popular. These methods, embed a
narrow-band signal (the watermark) into a wide-band
channel (the audio file) to spread the watermark data
across the large frequency band, namely the audible
spectrum [8, 16, 21]. Watermark detection is done by
calculating the correlation between the watermarked
audio signal and the watermark signal. Finally,
Patchwork methods [25] use pseudorandom processes
to embed a certain statistics into a data set which is
detected in the reading process with the help of
numerical indexes, like the mean, describing the
specific distribution. Computational complexity of
these methods is very high, and synchronization is
difficult to implement.

In this paper, we propose an effective audio
watermarking algorithm that is based on the DWT.
The DWT transform decomposes the host audio signal
into several multi-resolution sub-bands, enabling
algorithm developers to locate the most appropriate
sub-bands for embedding the watermark bits. In the
proposed algorithm, the watermark bits are embedded
in the high-resolution sub-bands of the audio signal, so
that satisfactory robustness and imperceptibility
(inaudibility) performances are obtained.

The rest of the paper is organized as follows. In
section two, we give a brief description of the discrete
wavelets transform. In section three, we describe in
details the watermarking embedding and extraction
procedures of the proposed algorithm. In section four,
we evaluate the performance of the algorithm and
present simulation results with respect to inaudibility
and robustness. We conclude in section five with some
remarks.

2. The Discrete Wavelets Transform

Wavelets are special functions which, in a form
analogous to sines and cosines in Fourier analysis, are
used as basal functions for representing signals. They
provide powerful multi-resolution tool for the analysis
of non-stationary signals with good time localization
information. The coefficients of the discrete wavelet
transform can be calculated recursively and in a
straight forward manner using the well-known Mallat’s
pyramid algorithm [17]. Based on this algorithm, the
one-dimensional discrete wavelet coefficients of any
stage can be computed from the coefficients of the
previous stage using the following iterative equations:

WL(n,j)=%WL(m,j—1)h0(m—2n) (D

WH(n,j) = SWL(m, ] =1)hy (m=2n) 2)
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where W, (nj) is the n” scaling coefficient at the ;"
stage, Wpy(n,j) is the n” wavelet coefficient at the ;"
stage, and hy(n) and h;(n) are he dilation coefficients
corresponding to the scaling and wavelet functions,
respectively.  Equation 1 can then be used for
obtaining the wavelet coefficients of subsequent
stages. In practice this decomposition is performed
only for a few stages.

In order to reconstruct the original data, the discrete
wavelet transform coefficients are up-sampled and
passed through another set of low pass and high pass
filters, which is expressed as:

Win,j) =%W1(k,j +1)g( n—Qk)Jr%WH Lj+Dg(n=21) (3)

where gy(n) and g,(n) are respectively the low-pass and
high-pass synthesis filters corresponding to the mother
wavelet. It is observed from Equation 3 that the ;"
level coefficients can be obtained from the (j+1)" level
coefficients.

Due to its excellent spatio-frequency localization
properties, the DWT is very suitable to identify areas
in an audio signal where a watermark can be
embedded effectively. Some DWT-based audio
watermarking techniques can be found in literature

[11,18,21].

3. The DWT-Based Algorithm

The algorithm we propose here is based on applying
the Discrete Wavelet Transform (DWT) on the digital
audio signal in which a watermark is to be embedded.
The algorithm consists of two procedures;
watermarking embedding procedure and watermarking
extraction procedure.

3.1. Watermark Embedding Procedure

The embedding procedure performs three major
operations; watermark pre-processing, DWT-based
frequency decomposition of the audio signal, and
watermark embedding in the DWT-transformed audio
signal. The operations are described in the following
steps.

1. Express the grey-scale image watermark as a two-
dimensional matrix whose size is M1 x M2.

Img ={Img(kj), 0<k<MI, 0<j<M2} (4

Convert the two-dimensional image matrix /mg into a
one-dimensional vector W of length M1 x M2.

W = W(i)=Img (kj)i=kxM2+j, 0<k<MI, 0<j<M2} (5)

2. Normalize the one-dimensional vector
dividing each element by 255.

W by

Wi =Wi/255; (M2+1)<i<((MIxM2)+M2) (6)
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3. Apply a two-level DWT to the left-channel of the
stereo audio signal. The DWT operation produces
the one-dimensional sub-bands shown below in
Figure 1, where 42 is the approximation sub-band,
and DI and D2 are the first-level and second-level
details sub-bands, respectively. Its important to
note here that the decision was made to adopt the
two-level DWT since it gave better results than
higher DWT levels.

A2 D2 D1

Figure 1. Output sub-bands of the two-level DWT operation.

4., Embed the normalized watermark vector W,
expressed by Equation 6, into the second-level
details sub-band D2 of the left channel. The
embedding procedure produces the watermarked
second-level details sub-band (WD2) as given in
equations 7 and 8.

(D24 Wt ;) i={1,120,240.. L2}, and

_— (M2+1)<j <((MIxM2)+M2) )

D2;; i={(2:219),(121:239)..(L2-119:L2} ,

and(M2+1)<j <((MIxM2)+M2)

where Wt; Wn jxa; ( M2+1) < i < ((MIxM2)+M2) (8)

3.2. Watermark Extraction Procedure

The watermark extraction procedure enables the owner
of the audio clip to extract the embedded watermark.
The procedure requires knowledge of the original
audio file, the watermark intensity, and the size of the
watermark, in order to extract the watermark. The
watermark extraction steps are a direct reversal of
steps carried out in the embedding procedure.
Extraction steps are described as follows:

1. Apply a two-level DWT operation on both the
original and watermarked audio signals, each
producing one approximate and two details sub-
bands.

2. Compute the watermarked vector W, according to
the following formula:

Witi = WD2i— D2i; i = {1,120,240...L2} ,and
(M2+1) < j < ((MIxM2)+M2)

€

3. Divide W, by the watermark amplification factor o
to obtain the normalized watermark vector W,.

Wn; = Wti/a;, (M2+1)<i<((MIxM2)+M2) (10)

4. Multiply W, by 255 to reconstruct the original
gray-scale image watermark.

W, =Wn x255;  (M2+1)<i<(MIxM2)+M2) (11)
5. Convert W back into a two dimensional matrix
which represents the gray- scale image watermark.

4. Simulation Results

In this research, we used instrumental and pop audio
signals to measure and evaluate the performance of the
proposed audio watermarking algorithm. A WAV file
of 11 seconds in length was used for each type. Each
file was sampled at 44.1 kHz and quantized to 16 bits
per sample (CD quality). The files are of the stereo
type, having left and right channels, and therefore the
embedding procedure may embed a separate
watermark into each channel. A 108 x 57 gray-scale
image, shown in Figure 2, was used as a watermark for
embedding in the audio files. The size of the image
watermark was chosen after taking into consideration
the length of the audio files.

L. G

Figure 2. The original watermark image.

Performance of audio watermarking algorithms are
commonly evaluated with respect to two common
metrics: imperceptibility (inaudibility) and robustness
[1]. Other metrics such as data payload and
computation time, are less commonly used, and their
importance varies from application to another. In what
follows we present performance results of the
proposed DWT-based algorithm.

4.1. Imperceptibility (Inaudibility)

Imperceptibility is related to the perceptual quality of
the embedded watermark data within the original audio
signal. It ensures that the quality of the signal is not
perceivably  distorted and the watermark s
imperceptible to a listener. To  measure
imperceptibility, we use Signal-to-Noise Ration (SNR)
as an objective measure, and a listening test as a
subjective measure.

Signal to Noise Ratio (SNR) is a statistical
difference metric which is used to measure the
similitude between the undistorted original audio
signal and the distorted watermarked audio signal.
The SNR computation is done according to equation
(12), where A corresponds to the original pop signal,
and A’ corresponds to the watermarked pop signal.

Sndp
SNRL(dB) = 10log S (12)
Zn(An - An)
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Although SNR is a simple way to measure the noise
introduced by the embedded watermark and can give a
general idea of imperceptibility, it does not take into
account the specific characteristics of the human
auditory system. Therefore, we also employed the
Perceptual Audio Quality Measure (PAQM) [4]. Its
has been shown in [6] that the correlation between
PAQM and the mean opinion score (MOS) is 0.98.
Therefore, in our experiments the PAQM scores will
be mapped to the grading scale of MOS shown in
Table 1.

329

Table 1. MOS grading scale.

MOS Grade Description
5 Imperceptible
4 Perceptible, but not annoying
3 Slightly annoying
2 Annoying
1 Very Annoying
Applying equation 12 on the original and

watermarked instrumental and pop signals shown
below in Figures 3 and 4, we obtained the SNRgys
values shown in Table 2. The high SNRg values
reflect the obvious similarity between the waveforms
in the Figures.
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A listening test was actually performed with five
listeners to estimate the subjective grade of the
watermarked signals. Each listener was presented with
the pairs of original signal and the watermarked signal
and was asked to report whether any difference could
be detected between the two signals. The five people
listed to each pair for 10 times, and they gave a grade
for this pair. The average grade for of each pair from
all listeners is the final grade for this pair.
Imperceptibility results (SNR and MOS grades) are
summarized in Table 2.

Table 2. Imperceptibility (SNR and MOS) values.

Audio Type SNR MOS
Instrumental 28.5525 5.00
Pop 25.0314 5.00

4.2. Robustness

Watermarked audio digital signals may undergo
common signal processing operations such as linear
filtering, lossy compression, among many others.
Although these operations may not affect the perceived
quality of the host signal, they may corrupt the
watermark image embedded within the signal. To
evaluate robustness of the proposed algorithm, we
implemented a set of attacks that commonly affect
audio signals. Most of these attacks have been defined

by Stirmark® watermarking benchmark [20].
Additional attacks were adopted form Adobe®
Audition® 3 software which is a popular tool set for
professional audio production [2]. The extracted
watermarks after applying the attacks, one-at-a-time,
are shown in Figures 5 & 6 for the instrumental and
pop audio signals, respectively. The images in the
figures indicate that the impact of the attacks on the
watermarked signals vary, however, it was possible to
extract the embedded watermarks after all attacks.
Other than the subjective evaluation (inspection) of the
extracted watermarks, we measured the similarity
between the original watermark and the watermark
extracted from the attacked watermarked images using
the correlation factor p, which is computed as shown in
equation 13 below.

; 170
i=1

(13)
2 [N 2
i &

where N is the number of pixels in watermark, w and
w” are the original and extracted watermarks
respectively. The correlation factor p may take values
between 0 (random relationship) to 1 (perfect linear

p(w,w) =

w

LG

L.©

relationship).

Add Brumm Add Noise-20dB Echo Attack
(p=0.963) (p=0.968) (p =0.966)
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Figure 5. Extracted watermarks after various StirMark attacks on the watermarked instrumental signal.
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Figure 6. Extracted watermarks after various StirMark attacks on the watermarked pop signal.

5. Discussion

Many digital audio watermarking have been
developed, and claims about their performances are
made public. However, many of such algorithms are
not evaluated with respect to imperceptibility (SNR,
MOS), and robustness (StirMark Attacks, Correlation),
as we have done in this paper. Nonetheless, and for the
sake of completion, we present in Table the SNR and
MOS results of with some traditional techniques as
they were reported in [19]. Comparing the results with
those in Table 2, we conclude that the proposed
algorithm performs better than most traditional
techniques. Moreover, our results fulfills optimal audio
watermarking requirements set by the International
Federation of the Phonographic Industry [13].

Table 3. Comparison with SNR and MOS values of traditional
techniques.

Reference Algorithm SNR MOS
Uludag [24] DC-level Shifting 21.24 3.35
Bender [7] Echo 21.47 3.60
Bender [7] Phase 12.20 244
Bender [7] LSB 67.91 4.90

Cox [8] Spread Spectrum 28.59 4.46
. 2.93
Swanson [19] Frequency Masking 12.87

6. Conclusions

Audio watermarking is an active research area that has
been driven by the need to solve the copyright
protection problem of digital audio products. Many
promising audio watermarking techniques have been
proposed and proved to be effective, however, and due
to the challenging nature of audio signal processing,
there remains much to do. In this paper, we proposed
an effective audio signal watermarking Algorithm
based on the discrete wavelets transform.  The
spectrum of the host audio signal was decomposed to
locate the most appropriate regions to embed the
watermark bits, imperceptibly and robustly. Indeed,
our simulation results demonstrated the audibility and
robustness of the proposed audio watermarking
algorithm.
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