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Abstract: A scheme that integrates digital signature and data hiding to provide hi–tech authentication for palette images is 

proposed in this paper. The scheme extracts digital signature from the original palette image and embeds it back into the same 

palette image, avoiding additional signature file. Digital signature generation is employed using elliptic curve based public 

key cryptosystem. The performance of elliptic curve based public key cryptosystems is mainly appointed by the efficiency of the 

underlying finite field arithmetic. Instead of directly sending an original palette image to recipients, only the embedded copy is 

sent associated with signed digital signature. Experimental results show that security is achieved without sacrificing the image 

quality. 
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1. Introduction 

In a decade ago, multimedia documents are rarely 

available to the mass consumer market. However, as 

the rapid development of the pervasive digital 

information technology, everyone’s computer can have 

high quality image compression, increasing network 

bandwidth and accessibility, dense portable storage 

media, and compounding processing power. 

Nevertheless, these technological advances lead to 

another crisis. Multimedia users had the ability to 

tamper with, produce copies of, and illegally 

redistribute digital contents. Without solving this 

security issue, digital multimedia products and services 

cannot take–off in an e–commerce setting. To solve this 

problem, a comprehensive approach for palette image 

authentication using digital signature and data hiding 

technique is introduced here.  

Palette images are popular in multimedia and 

internet applications. Each palette image is composed 

of a color palette and a set of color indexes. 

The color palette is a list of entries of representative 

colors in the image, and the color indexes are some 

pointers to those palette entries that specify the red-

green-blue (RGB) colors in the image. Use of this type 

of palette image format has the effect of image 

compression, which helps saving storage space and 

reducing transmission time. An example of palette 

image is that of the Graphics Interchange Format (GIF) 

[6]. 

Digital signature and cryptography [10] are currently 

two standardized approaches to protect digital contents. 

Digital signature [4] is an electronic signature that is 

used to authenticate the identity of the sender of the 

palette image and to ensure that the original document 

of the palette image that has been sent is unchanged. 

First the image sender extracts some information 

dependent on the content of the original palette image 

and encrypts it into a small size file, which is called 

signature. Then the signature file is sent to the 

recipients along with the original palette image. The 

recipients use the same algorithm to extract the 

content-dependent information of the received palette 

image. If the recipients–extracted information matches 

with the signature, the ownership and the integrity of 

the received palette image are authenticated. 

     An obvious drawback of conventional digital 

signature schemes is the extra bandwidth needed for 

transmission of the signature.  To overcome this 

drawback, the combined digital signature [14] and 

digital data hiding [12] scheme is proposed for palette 

image authentication. The basic idea of the 

combination is as follows: The image provider 

extracts the content–dependent signature from the 

original palette image, and then embeds it back into 

the same image as a hidden data. These palette images 

can conceal secret data without arousing suspicion 

when the resulting stego-images are inspected or 

transmitted over the Internet. 

The receiver extracts the signature and the hidden 

data from the received image at the same time. If the 

signature and the hidden data match, the received 

palette image is thought to be authentic. Chih-Husan 

[15] proposed robust data hiding technique in palette 

images. This idea is extended to digital signature 

applications here, forming the content-based digital 
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signature embedding and extraction scheme, which is 

robust against conventional compression algorithms. 

In this paper, an efficient Elliptic Curve 

Cryptography (ECC) technique using a new Galois 

field processor in the implementation of elliptic curve 

groups is used to generate the digital signature for 

palette images and data hiding technique using binary 

valued color- mapping function to embed the generated 

digital signature onto the same palette image.  

The remainder of this paper is organized as follows: 

in section 2, a brief description of the digital signature 

scheme is given. In the next section an overview of the 

data hiding technique is given. In Section 4 the 

proposed architecture is presented. Experimental results 

are described in section 5. Conclusion and future work 

is given in section 6. 
 

2. Digital Signature 

Digital signatures are analogous to the hand written 

signatures. Digital signatures and hand written 

signatures are based on the fact that it is very hard to 

find two people with the same signature. A major 

difference between handwritten and digital signatures is 

that a digital signature cannot be a constant; People use 

public key cryptography to compute digital signatures 

by associating something unique with each person. 

When public key cryptography is used to compute 

digital signatures, the sender encrypts the image with 

his own private key. This signature can later prove the 

ownership, identify a misappropriating person, trace the 

marked document’s dissemination through the network, 

or simply inform users about the rights–holder or the 

permitted use of the data.  

A Digital Signature Algorithm (DSA) was specified 

in a U.S. Government Federal Information Processing 

Standard (FIPS) called the digital signature standard 

(DSS). Its security [13] is based on the computational 

intractability of the Discrete Logarithm Problem (DLP) 

in prime–order sub–groups of ZP*. The Elliptic Curve 

Digital Signature Algorithm (ECDSA) is the elliptic 

curve analogue of the DSA. ECDSA was first proposed 

in 1992 by Scott Vanstone in response to National 

Institute of Standards and Technology (NIST) request 

for public comments on their first proposal for DSS. It 

was accepted in 1998 as an ISO (International 

Standards Organization) standard (ISO 14888-3), in 

1999 as an ANSI (American National Standards 

Institute) standard (ANSI X9.62), in 2000 as an IEEE 

(Institute of Electrical and Electronics Engineers) 

standard (IEEE 1363-2000) and a FIPS standard (FIPS 

186-2). It is also under consideration for inclusion in 

some other ISO standards. 

Figure 1 shows that Elliptic curves are not ellipses. 

They are named so, because they are described by cubic 

equations similar to those used for calculating the 

circumference of an ellipse. An elliptic curve [3, 11], 

may be defined as a set of points on the coordinate 

planes, satisfying the equation of the form 

                     baxxxyy ++=+ 232 ][          (1) 

The square bracket means that the term is optional. x 

and y are variables, a and b are constants. However 

these quantities are not necessarily real numbers; 

instead they may be values from any field i.e., x, y, a 

& b are chosen from a finite set of distinct values. 

 

2.1. Elliptic Curves over Galois Field  

This section defines a group constructed from points 

on elliptic curves over Galois Field (2
m
) [7, 2] and the 

efficient implementation of operations in this group. A 

non–singular elliptic curve E over GF (2
m
), E (GF 

(2
m
)) is the set of solutions to the following equation 

with co–ordinates in the algebraic closure of E. 

baxxxyy ++=+ 232
  (2) 

where a, b are in GF (2
m
), and b is non-zero. Such an 

elliptic curve is an abelion group. 

    The number of points in this group is denoted by # 

E (GF (2
m
)).The crucial property of an elliptic curve 

[9] is that, the resultant point obtained by adding two 

points on the curve is also on the curve. The addition 

rule satisfies the normal properties of addition. If P = 

(x1, y1) and Q = (x2, y2) are points on the elliptic curve 

the addition rule has the form 

),(),(),( 332211 yxyxyx =+   (3) 

where axxLLx +=++= 21

2

3   (4) 

13313 )( yxxxLy +++∗=   (5) 

)/()( 2121 xxyyL ++=   (6) 

& a is in GF (2
m
) If x1 = x2 and y1 = y2 then  

aLLx ++= 2

3    (7) 

3

2

13 *)1( xLxy +==    (9) 

)/( 111 xyxL +=    (10) 

Again there are some special cases which must be 

considered: if x1 = x2 and y2 = x1 + y1 then the result is 

zero, and if either point is zero, whereas if P and Q are 

not equal it is called point addition. Multiplication is 

defined by repeated addition i.e., 

kPPPkPQ ...+++== times  (11) 

This can be computed using point addition and point 

doubling. In particular for an elliptic curve E, it relies 

on the fact that it is easy to compute 

kPQ =    (12) 

for k in GF(2
m
) and P, Q in E. 
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Figure 1. Elliptic curve. 

 

The difficulty of the problem depends on the group, 

and at present, the problem in elliptic curve groups is 

orders of magnitude harder than the same problem in a 

multiplicative group of a finite field. This feature is a 

main strength of elliptic curve cryptosystems. 

To perform multiplication[1, 8] of large numbers in 

(many) fewer operations than the usual brute–force 

technique of “long multiplication” in GF(2
m
) karatsuba 

(Karatsuba and Ofman 1962), multiplication of two n-

digit numbers can be done with a bit complexity of less 

than n
2 

using identities of the form 

)10.(10.( nn dcba ++ is equal to 

nn bdbdacdcbaac 210.10]))([( +−−+++   (13) 

Proceeding recursively then gives bit complexity 

O(n
log3

), where log
3
 = 1.58 …<2 (Borwein et al. 1989). 

The best known bound is O(nlogn) steps for n >>1 

(Schonhage and Strassen 1971, Knuth 1981).  

The steps involved in Elliptic Curve Digital 

Signature Algorithm (ECDSA) are key pair generation, 

signature generation and signature verification. For 

signature generation and verification, the well known 

Hash algorithm is used. For key pair generation 

Karatsuba multiplication and point addition are 

employed. 

In key pair generation, the random or pseudorandom 

integer KS is selected to be in our field GF(2
m
). P is a 

point on the elliptic curve, known as the generating 

point and is obtained by multiplying two other points 

on the elliptic curve by karatsuba multiplication. The 

public key (KP)is obtained by scalar multiplication 

(point addition) of KS and P which is again a point that 

lies on the elliptic curve. The private key is kept as 

secret whereas the public key is known to the sender 

and receiver. The receiver who knows about the 

sender's public key can authenticate the signature using 

his private key. This ensures that anyone with access to 

the public key of the signer may verify the signature. 
    
 

 

 

 
 

Figure 2. A Pixel X and its four precedent neighbours (P). 

3. Color-Ordering Relationship and Color 

Mapping Function for Data Hiding  

The idea of data hiding is to embed the secret 

information (digital signature) by modifying the given 

palette image [5] without creating noticeable artifacts. 

The recipient can correctly extract the embedded 

information from the stego–image, while the other 

people are unaware of the existence of the secret 

behind the stego–image.  

This is a new data hiding technique which embeds 

data by modifying the given image attributes like its 

colors (palette images like GIF).This technique is 

based on the use of a new type of color-ordering 

relationship, from which a color–mapping function is 

defined with binary values as output. First, image 

pixels are classified as data embeddable or non-

embeddable, and only the former ones are used to 

embed secret data.  

When a secret data bit is to be embedded, the data 

embeddable pixel’s color is adjusted based on the 

color mapping function output so that the secret 

information hidden in the stego–image is visually and 

statistically undetectable by the intruder. This 

technique provides a good balance between stego-

image quality and data-embedding capacity. This 

adaptive method can be employed to conceal a 

moderate amount of data and has the least 

modification of pixel values. 

Given a pixel X in the palette image, its precedent 

neighbors are those four neighbouring pixels, among 

the eight neighbouring ones in a 3×3 neighbourhood 

as shown in figure 2. The color–ordering relationship 

is defined as follows:  
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where c1 and c2 be two colors with RGB values (r1, g1, 

b1) and (r2, g2, b2) respectively. The luminance value 

V1 and V2 of c1 and c2 is calculated as 

2222

1111

11.059.03.0

11.059.03.0

bgrV

bgrV

×+×+×=

×+×+×=
 (14) 

Given a pixel X in the palette image, its precedent 

neighbours are defined to be those four neighbouring 

pixels, among the eight neighbouring ones in a 3×3 

neighbourhood of, which are visited in sequence 

before the other four during the line–by–line raster 

scanning. More specifically, if it is located at 

coordinates (i, j) in the input image, then its precedent 

neighbors are the four pixels located at (i-1, j), (i, j-1), 

(i+1, j-1) and (i-1, j-1). It is shown in Figure 2. The 

color mapping function fe m is defined as:  

P1(i-1,j-1) P2(i,j-1) P3(i+1,j-1) 

P4(i -1,j) X(i, j) 
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where c1¹ through c4¹  are the result of sorting the values 

of c1 to c4 according to the color–ordering relationship 

with c1¹  being the largest. It can be seen that the 

function depends on the ordering of the color c of X 

among those of the four precedent neighbors of X. In 

addition, to reducing possible quality degradation in the 

resulting stego–image, the pixels in the cover image are 

classified into data embeddable and nonembeddable 

ones during the raster–scanning process. Only data–

embeddable pixels are used for digital signature hiding; 

nonembeddable ones are skipped. Let c be the original 

color of a given pixel X and c¹ a possible replacement 

for c in the color palette. When the color of X is c, 

assume that the corresponding output of the color-

mapping function of X is b, and that the corresponding 

maximum color difference between X and its four 

precedent neighbors is β. When the color c of X is 

replaced by c¹, assume that the corresponding values of 

b and β are changed to be b¹ and β¹ respectively. Also 

assume that the number of distinct colors of X’s four 

precedent neighbours is α. A pixel is defined to be data 

embeddable if the following three conditions are 

satisfied:  

1. α is larger than a threshold value Td. 

2. β is smaller than a threshold value Tc.  

3. There exists a color c¹ with the corresponding b¹ 

being the inverse of b, and the corresponding β¹ 

being smaller than the threshold value Td. Or 

equivalently, the data embeddability of a pixel is 

defined as follows:  X is data embeddable, if α>Tc, 

β<Td, and there exists a c¹ such that b¹ ≠ b and β¹ 

<Td. 

 

4. Proposed Work 

The proposed authentication scheme is a kind of 

sender–receiver protocol. The sender generates the 

signature and inserts it back into the original palette 

image as a hidden data. In the receiver’s side, the 

ownership and integrity is verified by comparing the 

signature and embedded data both extracted from the 

received palette image. The procedures in both sender 

and receiver sides are described in detail below. 

 

4.1. Digital Signature Generation 

In signature generation, a generator point G is a scalar 

multiplied with a constant k in the field of GF (2
m
) 

resulting in a point (P) on the elliptic curve. The 

public key (KP) is computed using 

PKK SP ⋅=    (16) 

where, KS is the secret key which is actually a random 

number from [1: n-1]; n is the number of pixels in the 

palette image IP. 

 

 

 

 

 

 

 

 

Figure 3. Digital signature generation. 

 

The digital signature (DS) is computed as follows: 

( ){ } )(mod.1
1

nKKISHAqD qSPS +−= −
   (17) 

where, SHA–1 is the 160–bit hash function, Kq = 

)(mod1 nx , x1 is the x coordinate of the point P. 

Figure 3 shows the generation of digital signatures. 

This process uses the hash function of the palette 

image thereby resulting in the image digest. Hashing 

may be defined as the transformation of a string into a 

usually shorter and fixed length value or a key that 

represents the input palette image (IP). During 

signature generation, the transmitter’s secret key (KS) 

is used along with the image digests to generate a bit 

stream (DS). In this application, these bits are 

considered content dependent digital signature and 

will be embedded back into original palette image as a 

hidden data. Thus the signature for the image Ip is (DS, 

Kq). 

 

4.2. Digital Signature Embedding Process 

The digital signature to be embedded is represented as 

a bit stream, denoted as DS = d1 d2……….dn. The basic 

idea of the data-embedding process is to check each 

pixel of the original palette image (IP) in a raster–

scanning manner for its data embeddability, and to 

embed each secret bit dn of DS sequentially into every 

data-embeddable pixel until the bit stream of DS is 

exhausted. During each secret bit (digital signature 

bit) embedding step, if the binary output of the color–

mapping function fem is the same as the secret bit value 

to be embedded, the color c of the currently checked 

data–embeddable pixel is kept unchanged; otherwise 

is replaced with a color copt, called the optimal 

replacement color for X, this process is shown in 

Figure4. For a particular color c (data embeddable 

pixel color) the replacement color (cR) is the color 

Digital 

Signature Bit 

Stream (DS) 

Secret 

Key KS 

 

DSA signature 

generation 

SHA-1 

Palette Image IP 

Image Digest 
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with minimum color difference, selected from its 

palette. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 4. Digital signature hiding within the same palette mage. 

 

 

 

 

 

 

 

 

 

 

Figure 5. Digital signature extraction and verification. 
 

This is given by, iR cccc −=− min , where ci is 

the color from palette P that satisfies the conditions:  

1. ci together with its neighbors as input to fem  yields 

binary output b0 that is the same as the digital 

signature bit b; 

2. X is still data embeddable when its color is set to ci. 

If the color difference Rcc −  is smaller than the 

predefined threshold TC or if N is empty then take cR as 

the desired optimal replacement color copt for X and 

stop; otherwise, find the color ci among those in N, 

whose color difference from c is the minimum, i.e., 

Nccccc iiR  min ε−=− , then take cR as copt N 

denotes the subset. That contains the colors of the four 

precedent neighbors of X. Figure 2 the color difference 

icc −  between two colors c and ci is the Euclidean 

distance between the RGB values (r, g, b) and (ri, gi, bi) 

of c and ci respectively. where 

[ ] 2/1222 )()()( iiii bbggrrcc −+−+−=−  (18) 

The resultant stego–image contains the digital 

signature embedded into it. 

 

4.3. Verification 

At the receiver, the received stego–image (IS) is 

subject to two parallel processing namely, the DSA 

signature extraction process and the embedded data 

extraction process. 

 

4.3.1. DSA Signature Extraction Process   

The hash function for the stego–image (IS) is 

Computed using )(1 SISHAr −=  and also 

)(mod
1

1
nDD SS

−= is calculated. The signature is 

verified using the following: 

)(mod*
11 nDrr S=    (19) 

)(mod*
12 nDKr Sq=    (20) 

p2111 K*r.Pr   x   )(mod +== wherenxK m  (21) 

The signature is accepted if Km is equal to Kq.  

 

4.3.2. Embedded Data Extraction Process 

In this process the data embeddable pixels are 

identified from the stego–image (IS). These pixels are 

given as input to the next stage i.e., the color of each 

embeddable pixel and those of its four precedent 

neighbours are given as input to the color ordering and 

mapping function. If the output is ‘1’ then the 

extracted secret bit is taken to be ‘1’ otherwise, ‘0’.  

The extracted digital signature is compared with the 

extracted embedded data for verification. The 

verification process is shown in Figure 5. 

 

4.4. Advantages 

1. This method does not manipulate image palettes, 

resulting no abnormal palette structure. 

2. Prevents the resulting stego-images from having 

outstanding pixels which are visually or statistically 

detectable. 

3. Since this method does not alter the palette, it 

doesn’t include special patterns (such as Twin 

peaks). 
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4. This technique provides a good balance between 

stego–image quality and data-embedding capacity. 

5. Stego–image is visually and statistically 

undetectable by the intruder. 
 

5. Experimental Results 

This paper demonstrates the feasibility of constructing 

very fast and very secure public key systems with the 

use of karatsuba logic for multiplication. Some 

experiments are designed to prove the efficiency of the 

proposed scheme. First, the palette image quality after 

digital signature insertion is investigated. Secondly, the 

maximum number of bits that can be embedded into the 

given palette image is calculated. The 247 × 171 Girl. 

GIF image is used for experiments. 

The Peak Signal to Noise Ratio (PSNR) is computed 

to evaluate the embedded image quality. PSNR is given 

by, PSNR = 10 log10 (255
2
/ σ

2
) where σ

2 
is the mean 

square of the difference between the original palette 

image and the embedded one. Figure 6 shows the Girl 

images before and after digital signature insertion. No 

obvious degradation is observed in Figure 6 (b) who’s 

PSNR is 35.1612. 

 

 
(a)  Original girl image.                        (b) Girl image after embedding digital    

                                                                    signature. 

 

  Figure 6. 247 x 171 Girl .GIF image.   

 
Table 1. Maximum number of embeddable pixels and quantitative. 

 Measurement for Various Images. 
 

Total embeddable pixels 
 

Image 

Tc=1,Td=30 Tc=2,Td=20 

 

PSNR 

Girl (247×171) 4721 33 35.1612 

Fish (310×192) 4030 80 35.9060 

Venus (256×256) 15590 5355 36.1151 

Chrome_2 (320×320) 17443 1157 37.0842 

Venus (512×256) 26938 5566 37.6203 

 

From Table 1, it is observed that the number of bits 

that can be embedded is increased, when Tc is decreased 

and Td is increased. Also it is clear that this method 

provides good trade-off between embedding capacity 

and image quality, and so is quite flexible.  

When palette images contain limited colors that are 

visually uncorrelated, the proposed method can yield 

embedding results with better visual quality. From the 

PSNR values, it is observed that this technique doesn’t 

introduce any visual artifacts and the signature can be 

extracted correctly. 

 

6. Conclusions and Future Work 

Digital signature and data hiding are two techniques 

used for copyright protection and authentication, 

respectively. In this paper, a combined signature and 

watermark scheme is proposed for image 

authentication. Conventional digital signature schemes 

usually encode the signature in a file separate from the 

original image, thus require extra bandwidth to 

transmit it.  

The proposed scheme extracts signature from the 

original image and embeds them back into the image 

as hidden data, avoiding additional signature file. 

Furthermore, the scheme not only can verify the 

authenticity and the integrity of images, but also can 

locate the illegal modifications. Experiments show 

that our scheme is robust to reasonable compression 

rate while preserving good image quality, and capable 

to authentication.  

Future work will be focused on more robust 

signature extraction method and possible ways to 

recover the illegally modified stego–image. Since this 

adaptive technique does not manipulate image 

palettes, the intruder cannot arouse suspicion for 

abnormal palette structure and special patterns (like 

twin peaks). It also prevents outstanding pixels. This 

technique provides good embedding capability 

keeping the stego–image quality. But the Tc and Td 

values should be taken into account according to the 

length of digital signature.  
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