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Multi Purpose Code Generation
Using Fingerprint Images

U #$

Abstract: Extracting minutia and other features from fingerprint images is one of the most important steps in automatic
fingerprint identification and classification. This paper proposes a method for the generation of long and secure code that may
be used for multi-purpose applications, such as ATM, coded door locks and other security measures. The method consists of
two phases; the first phase is carried out using fingerprint image enhancement and thinning. The second phase consists of
extracting minutia, ridge ending, bifurcation and all other features in order to produce initial pattern. Finally the multi-
purposes secure code is generated by applying the one-way MD5 hash function on that pattern. The achieved results are
discussed for security improvement. The proposed technique also shows considerable improvement in the minutia detection
process in terms of both efficiency and speed.
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Multi-Purpose Code Generation Using Fingerprint Images
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2. The Proposed System
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Step 1: Obtain the fingerprint image for which a secure
code is needed.

o

Step 2: Use image processing concept, enhance the
fingerprint image according to the following
sequence

Lightening Smoothing
Edge Detection Binarization

{Note: A computer program is written in Delphi
language to perform the above sequence of
processes. The resulting interface screen is shown in
figure 3}

Step 3: Perform thinning process on the binarized output
image of step 2.

Step 4: Extract the features of fingerprint image after step 3
and construct an initial code block.

Step 5: Apply hashing MD5 algorithm on the obtained
initial code block of step 4 in order to find the secure
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Header Trailer
Type | Orientation | Spatial Freq, Curvature | Position
bytes| 2Bytes = 1Byte | 1Byte | 1-Byte
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3. Image Preparations
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3.1. Image Enhancement
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Thinning Algorithm

7' Bashar's Finger Print Prepeocessing. E@E|

and then Boundary Cont. ——>Autom.
File Edit Help
Chose a Picture to Apply Finger Preprocessing Operations

| | |

| | |

| | |
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Lighten ===> Enhanciment ===> Edge Detection ===> Banarization

#¥ Enhance Finger Image
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3.1.1. Pre-processing Enhancement
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3.1.2. Post-Processing Enhancement 0 .
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5. Hashing and Security of the Code & 1& ( "& A 1§
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6.1. Comparison of Binarization Based
Methods
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6.2. Comparison of Direct Gray-Scale Methods
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